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I.  Overview


We are involved in the technological explosion of Information Operations, which encompasses legal categories within the general fields of Civil Law, Military Justice and Operations Law.  It is imperative that judge advocates be prepared to provide advice to systems administrators, webmasters, intelligence operators, law enforcement personnel, as well as to incorporate this new discipline into rules of engagement and LOAC briefings.  

Although Air Force doctrine
 and Joint doctrine
 organize the elements of Information Operations (IO) somewhat differently, both doctrine contain the same sub-elements:  Psychological Operations (PSYOP), Electronic Warfare, Military Deception, Physical Attack, Information Attack/Special Information Operations, Information Assurance, OPSEC, Counterintelligence, Counter PSYOP, Electronic Protection, Counterdeception
organizes the elements of IO differently; Offensive IO.  Many of these concepts / capabilities are not new to war fighting; hence the law relating to their employment is relatively well developed.   This outline focuses on the new capabilities brought about by the Information Technology (IT) Revolution, known as Computer Network Operations (CNO), composed of Computer Network Defense (CND), Computer Network Exploitation (CNE)
, and Computer Network Attack (CNA).   
II.  Samples of Behavior


A.  Each student will:  

1. Explain the definition of Information Operations and its components, information assurance, information warfare, and information superiority. 

2. Recognize the legal basis for systems protection monitoring.   

3. Recall the legal limitations on system monitoring.  

4. Detect the difference between application of the wiretap and stored communications provisions of the Electronic Communications Privacy Act. 

5. Recall the rules concerning WebPages design and management.  

6. Recall that the Intelligence Oversight program imposes legal limitations on the  collection of information on U.S. citizens.  

7. Explain the legal and ethical limitations on the authorized use of computers.

8. Summarize the policy and legal issues involved in encryption, electronic (digital) signatures, and records management
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IV.  Information Operations Overview


A.  Terminology

1.  Joint definition of Information Operations (IO):  Actions taken to affect adversary information and information systems while defending one’s own information and information systems.
  There are two major subdivisions within IO are offensive IO and defensive IO.

a.  Offensive IO involve the integrated use of assigned and supporting capabilities and activities, mutually supported by intelligence, to affect adversary decision makers and achieve or promote specific objectives. These assigned and supporting capabilities and activities include, but are not limited to, OPSEC, military deception, PSYOP, EW, physical attack/destruction, and special information operations (SIO), and could

include CNA.  

b.  Defensive IO integrate and coordinate policies and procedures, operations, personnel, and technology to protect and defend information and information systems.  Defensive IO are conducted and assisted through information assurance (IA), OPSEC, physical security, counterdeception, counter propaganda, counter intelligence (CI), EW, and SIO. 

c.  Information Warfare (IW):  Information operations conducted during time of crises or conflict to achieve or promote specific objectives over a specific adversary or adversaries.
  
2.  The Air Force believes that in practice a more useful working definition of Information Operations is: Those actions taken to gain, exploit, defend, or attack information and information systems and include both information-in-warfare and 
information warfare. {applies only to the Air Force and is offered for clarity.}

a.  Information-In-Warfare (IIW):  Involves the Air Force’s extensive capabilities to provide global awareness throughout the range of military operations based on its integrated intelligence, surveillance, and reconnaissance (ISR) assets; its information collection and dissemination activities; and its global navigation and positioning, weather, and communications capabilities.
  

b.  Information Warfare (IW):  Information operations conducted during time of crises or conflict to achieve or promote specific objectives over a specific adversary or adversaries.
  The Air Force believes that, because the defensive component if IW is always engaged, a better definition is: [Information operations conducted to defend one’s own information and information systems or conducted to attack and affect an adversary’s information and information systems.]
  

3.  Information Superiority (IS):  That degree of dominance in the information domain which permits the conduct of operations without effective opposition. (JP 2-01.3) (JP 1-02) The Air Force prefers to cast ‘superiority’ as a state of relative advantage, not a capability, and views IS as: [That degree of dominance in the information domain which allows friendly forces the ability to collect, control, exploit, and defend information without effective opposition.] {Italicized definition in brackets applies only to the Air Force and is offered for clarity.}

4.  Information Assurance (IA):  Information operations that protect and defend information and information systems by ensuring their availability, integrity, authentication, confidentiality, and non-repudiation.  This includes providing for restoration of information systems by incorporating protection, detection, and reaction capabilities.
  

5.  Computer Network Exploitation (CNE).  Intelligence collection operations that obtain information resident in files of threat automated information systems (AIS) and gain information about potential vulnerabilities, or access critical information resident within foreign AIS that could be used to the benefit of friendly operations.

6.  Computer Network Attack (CNA).  Operations to disrupt, deny, degrade, or destroy information resident in computers and computer networks, or the computers and networks themselves.
 

7.  Computer Network Defense (CND).  The Department of Defense (DoD) CND operations mission is to coordinate and direct the defense of DOD computer networks from unauthorized activity employing communications, law enforcement, counterintelligence, and Intelligence Community capabilities in response to specific or potential threats.  USCINCSPACE coordinates and directs overall CND operations for the Department of Defense.
  

B.  Joint Fundamentals of Information Operations
 

1.  Employment of information operations (IO) is essential to achieving the objectives of the joint force commander. Information operations (IO) involve actions taken to affect adversary information and information systems while

defending one’s own information and information systems. They apply across all phases of an operation, the range of military operations, and at every level of war. They are a critical factor in the joint force commander’s (JFC’s) capability to

achieve and sustain the level of information superiority required for decisive joint operations.
2.  Information Operations capitalize on the growing sophistication, connectivity, and reliance on information technology. IO target information or information systems in order to affect the information-based process, whether human or automated. 

3.  Many different capabilities and activities must be integrated to achieve a coherent IO strategy. 
4.  Intelligence support is critical to the planning, execution, and assessment of IO.

5. Intelligence preparation of the battlespace is vital to successful IO.  

C.  Air Force Foundational Doctrine Statements
 

Foundational doctrine statements (FDS) are the basic principles and beliefs upon which AFDDs are built. Other information in the AFDDs expands on or supports these statements.  

1. Information operations is an integral part of all successful aerospace operations. 

2. Successfully executed information operations is the principal means to achieve information superiority. 

3. Without information superiority, it is difficult to achieve air and space superiority. Information superiority is a key component of aerospace superiority. 

4. The Air Force views information superiority as a relative state of advantage in the information domain which allows friendly forces the ability to collect, control, exploit, and defend information without effective opposition. 

5. The Air Force believes that information operations comprise those actions taken to gain, exploit, defend, or attack information and information systems. 

6. Information operations are an integrating strategy. This means that this is how the Air Force plans to fight in the information domain.by blending a variety of information-related functions to achieve the appropriate aerospace effects.   Integration leads to synergistic effects. 

7. Information superiority depends upon an effects-based approach, superior battlespace awareness, well integrated planning and execution, and information operations organizations. 

8. Information Services ensures the availability, integrity and reliability of information, a key enabler of information superiority. 


D.  Why is Information Operations Law Important?



1.  “The Department of Defense is heavily dependent upon timely and accurate information and is keenly focused on information operations and information assurance. … Over 95% of Department of Defense telecommunications travel over commercial systems, and the interdependence of our civilian infrastructure and national security grows dramatically on a daily basis. In a few short decades, the global networking of computers via the internet will very likely be viewed as the one invention that had the greatest impact on human civilization—and perhaps the greatest challenge to our national security.
  

2.  A Growing Potential Vulnerability:  “The United States possesses both the world's strongest military and its largest national economy. Those two aspects of our power are mutually reinforcing and dependent. They are also increasingly reliant upon certain critical infrastructures and upon cyber-based information systems. Because of our military strength, future enemies, whether nations, groups or individuals, may seek to harm us in non-traditional ways, including attacks within the United States. Our economy is increasingly reliant upon interdependent and cyber-supported infrastructures and non-traditional attacks on our infrastructure and information systems may be capable of significantly harming both our military power and our economy.”
 



3.  Radically Changing “Rules”:  “Information, information processing, and communications networks are at the very core of every military activity. …[A]dvances in information capabilities are proceeding so rapidly that there is a risk of outstripping our ability to capture ideas, formulate operational concepts, and develop the capacity to assess results. While the goal of achieving information superiority will not change, the nature, scope, and ‘rules’ of the quest are changing radically.”
  



4.  Changing Organizations and Doctrine:  “Information superiority is the critical enabler of the transformation of the Department currently in progress. …To achieve their full potential, these new concepts [of operations and approaches to command and control] may require changes in organization, doctrine, material, and the like – changes that need to be co-evolved along with the development of new operational concepts and approaches to command and control.”


E.  The Threat—Is it Real?

1. “Potentially serious cyber attacks can be conceived and planned without detectable logistic preparation.  They can be invisibly reconnoitered, clandestinely rehearsed, and then mounted in a matter of minutes or even seconds without revealing the identity and location of the attacker.”
  

2.  Solar Sunrise: As the US was once again gearing up for battle with Saddam in March 1998, the computer systems of the AF and our sister services were scanned by an unknown entity which appeared to originate from the UAE.  Shortly after those scans, unauthorized hackers compromised several DoD machines.  This series of attacks became known as Solar Sunrise.  The intruders penetrated at least 200 unclassified U.S. military computer systems, including seven Air Force bases and four Navy installations, Department of Energy National Laboratories, NASA sites, and university sites.

3.  Melissa Virus:  In 1999, the following report appeared in the national press:  “WASHINGTON (AFPN) – NATO forces led by U.S. airpower have struck Serbian military targets in the former Yugoslavia.  The first strikes occurred after 1 p.m. EST March 24, heralded by explosions reported near Belgrade.  In a brief statement, President Clinton confirmed the allied action, stating, ‘We and our NATO allies have taken this action only after extensive and repeated efforts to obtain a peaceful solution to the crisis in Kosovo.’  Two days later DoD networks suffered a Computer Network Attack (CNA) which shut down major parts of our networks.  Was this CNA directed by the Serbian government in response to our use of force?  No, as we now know, it was David L. Smith, 30, of Aberdeen, arrested by New Jersey police on charges of originating the Melissa virus outbreak.”

4.  The FBI’s case load is increasing dramatically. In FY 1998, they opened 547 computer intrusion cases; in FY 1999, that had jumped to 1154.  Over the past several years we have seen a range of computer crimes ranging from simple hacking by juveniles to sophisticated intrusions that we suspect may be sponsored by foreign powers, and everything in between. A website hack that takes an e-commerce site off-line or deprives a citizen of information about the workings of her government or important government services she needs, these are serious matters. An intrusion that results in the theft of credit card numbers or proprietary information or the loss of sensitive government information can threaten our national security and undermine confidence in e-commerce. 

5.  A series of sophisticated attempts to break into Pentagon computers has continued for more than three years, and an extensive investigation has produced “disturbingly few clues” about who is responsible, according to a member of the National Security Agency’s advisory board.  U.S. diplomats lodged a formal protest with the Russian government last year after investigators determined that the cyber attacks, which they code-named “Moonlight Maxe,” appear to have originated from seven Russian Internet addresses.
  

6.  The Liberation Army Daily, a mouthpiece of China’s Peoples Liberation Army, recently called for the development of this capability.  The paper said that, by recruiting civilian hackers and training “cyber warriors” at Army schools, China could be prepared for an Internet war.
  

7.  Air Force Lt Gen Abe C. Lin, director of the Defense Ministry information and electronic warfare directorate, said in an interview with The Washington Times that the People’s Republic of China is developing a variety of information warfare and electronic combat weapons in preparation for a conflict with the Republic of China – also known as Taiwan.





F.  Government Response



1.  Presidential Decision Directives 62 and 63

a.  On 22 May 1998, President Clinton ordered the strengthening of the nation's defenses against emerging unconventional threats to the United States.  These included terrorist acts, use of weapons of mass destruction, assaults on our critical infrastructures and cyber-attacks.

b. PDD 62, Combating Terrorism, highlights the growing threat of unconventional attacks against the United States.  It details a new and more systematic approach to fighting terrorism by bringing a program management approach to U.S. counter-terrorism efforts.

c. PDD 63, Critical Infrastructure Protection, calls for a national effort to assure the security of the increasingly vulnerable and interconnected infrastructures of the United States. Such infrastructures include telecommunications, banking and finance, energy, transportation, and essential government services. The directive requires immediate federal government action including risk assessment and planning to reduce exposure to attack. It stresses the critical importance of cooperation between the government and the private sector by linking designated agencies with private sector representatives. 

2.  In response to the terrorist bombings on 11 September of 2001, President Bush established a new cabinet level position, Director of Homeland Security, and an Office of Cyber Security within the National Security Council.
   



3.  Air Force Core Competency:  Information Superiority

Rather than be overwhelmed by the technological explosion in computers and communications, the Air Force is taking steps to retain the ability to use and protect the information spectrum well into the next century through the core competency of information superiority.  In a 22 January 1997 press release, then Secretary of the Air Force Sheila Widnal said the Air Force will continue to invest in defensive information warfare to defend its forward-deployed assets, particularly in battle management and command and control.  On the offensive side of information superiority, the Air Force will emphasize operational and tactical information warfare.  Along with other federal agencies, it will also continue to support strategic information operations. 

The transformation of the joint force to reach full spectrum dominance rests upon information superiority as a key enabler and our capacity for innovation. (Joint Vision 2020)



4.  Computer Emergency Response Team

a.  Each of the Services have formed Computer Emergency Response Teams (CERTs) for rapid response to their deployed Service forces and for use by some combatant commanders for similar response to subordinate joint forces within the combatant command area of responsibility or joint operating area.

 b. The mission of the Air Force CERT is to provide information protect (IP) assistance to Air Force units. The AFCERT conducts operations involving intrusion detection, incident response, computer security information assistance, and vulnerability assessment of Air Force automated information systems. The AFCERT also provides decision support to the Air Staff, Defense Information Systems Agency, and Air Force Office of Special Investigations, and guidance on policies and procedures to other government agencies. 



5. Information Warfare Divisions, College of Aerospace Doctrine, Research, and Education (CADRE), Air University, Maxwell AFB

a. "The Air force believes that dominating the information spectrum is as critical to conflict now as controlling air and space or occupying land was in the past and is seen as an indispensable and synergistic component of aerospace power.”  (AFDD 2-5) 

b.  In August 1994, at the Information Warfare Summit, the Chief of Staff of the Air Force directed the Air Education and Training Command to develop formal courses of instruction for the new, emerging information warfare technologies.  As a result of this initiative, Air University's College of Aerospace Doctrine, Research, and Education (CADRE) developed the Information Warfare Applications Course (IWAC).  Future plans call for the course to gain joint status and to support all services within the Department of Defense.  Until then, the course will be tailored to Air Force personnel. 


6.  United States Space Command (USSPACECOM)

a.  In 1997, a series of exercises and real-world cyber events targeted at critical Department of Defense networks by both traditional and non-traditional sources demonstrated that the mission essential networks of the Defense Department were at risk.  

b.  While various organizations within the Department were keeping pace with the advances being made in network security, no one organization had overall authority for directing defensive actions across the entire Department. By early 1998, it was clear that the Department of Defense needed a completely new organization, one responsible for coordinating the defense of computer networks, as well as exercising appropriate operational authority to direct the actions necessary for that defense. There was general agreement that this mission would be assigned to one of the Department’s nine Combatant Commands. However, given the time required to execute the necessary decision process, the Joint Task Force for Computer Network Defense (JTF-CND) was chartered in December 1998, as an interim solution, achieving full operational capability in June 1999.  As the Commander-in-Chief, United States Space Command (CINCSPACE) assumed overall responsibility for the Defense Department’s computer network defense (CND) mission, the Task Force was assigned to CINCSPACE in October 1999. CINCSPACE has elected to keep the Task Force in place as his CND operational arm. 

c.  The same deliberative process that assigned the network defense mission to CINCSPACE in 1999, also assigned responsibility for the computer network attack (CNA) mission to CINCSPACE, effective on 1 October 2000. Due to the many similarities between both mission areas, CINCSPACE elected to expand the role of JTF-CND to include this new mission area, rather than creating a new organization solely for CNA.  Accordingly, on 2 April 2001, CINCSPACE redesignated the Commander, Joint Task Force - Computer Network Defense to the Commander, Joint Task Force – Computer Network Operations (JTF-CNO). 

V.  Information Assurance … and More


A.  Importance of Emphasizing Information Assurance Law:  Base legal offices must be able to provide legal advice to system administrators, webmasters, and government employees concerning protection and use of computer resources; including networks and the world wide web.  


B.  Information Assurance Defined:  Information operations that protect and defend information and information systems by ensuring their availability, integrity, authentication, confidentiality, and non-repudiation.


C.  Monitoring: Our First Line of Defense, Limitations

1.  4th Amendment, Right to Privacy




a.  O’Connor v. Ortega, 107 S. Ct 1492 (1987)

1) Searches and seizures by government employers of the private property of their employees are subject to Fourth Amendment restraints. 

2) If employee has a reasonable expectation of privacy, what is a reasonable search depends on the context within which the search takes place and requires balancing the employee’s expectation of privacy against the government’s need for supervision, control, and the efficient operation of the workplace

 b.  U.S. v. Monroe, (AFCCA Feb 5, 1999)

1) Monroe did not have a government computer, but had a personal computer in his dorm room. He was provided an e-mail account on which he was authorized to receive limited textual and morale messages to and from friends and family.  He ordered and received pornographic images through this e-mail account.  The court found Monroe had no expectation of privacy in an e-mail account on a government server as to his supervisors and the system administrator (Banner).

2) Court used the analogy of an unsecured file cabinet in the member’s superiors’ work area in which an unsecured drawer was designated for his/her use in performing his/her official duties with the understanding that his superiors had free access to the cabinet, including the drawer.  Affirmed by CAAF, 13 Mar 00, No. 99-0536.

c. See U.S. v. Allen, (CAAF Aug, 2000), concerning possible privacy in stored transactional records provided in log format by a commercial ISP to law enforcement.
2.  Limitations to Monitoring: 18 USC §2510, Electronic Communications Privacy Act (ECPA)

a. Electronic Communications Privacy Act is the popular name for legislation passed in 1986.  The ECPA statutorily conferred an expectation of privacy in electronic and wire communications.  Generally prohibits interception of electronic communications or access into stored communications without court order, but §2511 provides an exception for 

(2)(a)(i) systems protection, 

(2)(a)(ii) court order, and 

(2)(c) consent of party to communication.  

b. The ECPA makes it unlawful for “any person” to “intentionally intercept, use, or disclose or endeavor to intercept, use, or disclose any wire, oral, or electronic communication.”  NOTE:  Must distinguish between real-time, or live interception which is governed by 18 U.S.C. §2511 and stored communications such as e-mail that is governed by 18 U.S.C. §2701, et seq. 
c.  Electronic Storage is defined by 18 U.S.C. §2510 (17) as:  (A) any temporary, intermediate storage of a wire or electronic communication incidental to the electronic transmission thereof; and (B) any storage of such communication by an electronic communication service for purposes of backup protection of such communication.”

d.  The enactment of the PATRIOT Act of 2001 altered the ECPA.  Section 209 of the Act alters the way in which the wiretap statute and the ECPA apply to stored voice communications.  The amendments delete “electronic storage” of wire communications from the definition of “wire communication” in section 2510 and insert language in section 2703 to ensure that stored wire communications (unopened email and attachments) are covered under the same rules as stored electronic communications.


e. If the electronic communications is not in transit or intermediate storage, although the ECPA does not apply, the 4th Amendment analysis must still be accomplished.  

D.  Monitoring: Our First Line of Defense, Types:  System Protection, Operational Security, Law Enforcement


1.  Systems Protection Monitoring

a. Systems protection monitoring is conducted by system administrators to ensure the proper functioning of the network and the integrity of the information it contains.

b.  No limitation on system administrator’s (sysad) authority to perform traffic analysis, or read stored content on network for systems protection purposes.

c.  Sysad may monitor real-time electronic communications if such monitoring is conducted “in the normal course of his employment while engaged in any activity which is a necessary incident to the rendition of his service or to the protection of the rights or property of the provider of that service.”

d. 18 U.S.C. § 2702 prohibits unauthorized release of information by an internet service provider (ISP).  Although it provides for criminal sanctions, they only apply to public ISPs, who would also be liable to civil suit pursuant to 18 U.S.C. § 2707.  This does not limit military sysads. Andersen Consulting LLP v. UOP, et al., 991 F. Supp. 1041 (N.D. IL. 1998).  Beware of obtaining information in bad faith.  McVeigh v. Cohen, et al., 983 F. Supp. 215, 218 (D.C. Cir. 1998)

e.  Sysad may disclose real-time communications s/he has monitored or stored communications s/he or she has accessed unless sysad is providing electronic communication services to the public.  Generally Air Force does not provide electronic communications service to the public—official and authorized purposes only.

f.  Section 212 of the PATRIOT Act of 2001 amends subsection 2702(b)(6) (ECPA) to permit, but not require, a service provider to disclose to law enforcement either content or non-content customer records in emergencies involving an immediate risk of death or serious physical injury to any person.  This section also allows providersto disclose information to protect their rights and property. 

g. Caution:  If the System Administrator exceeds his/her authority to access—violation of 18 U.S.C. 1030(a)(2)(C) is a misdemeanor.  Whoever intentionally accesses a computer without authorization or exceeds authorized access, and thereby obtains information from any protected computer if the conduct involved an interstate or foreign communication.

(Sysad may still be protected by Consent Banner.)

h. Consent of Party to Communication—Banner or User Agreement:  Subsection (2)(c) allows  “a person acting under color of law to intercept a wire, oral, or electronic communication, where such person is a party to the communication or one of the parties to the communication has given prior consent.”  Subsection (2)(d) provides that “a person not (emphasis added) acting under color of law may intercept a wire, oral, or electronic communication, where such person is a party to the communication or one of the parties to the communication has given prior consent.“  

i.  Prior law: Although the wiretap statute allows computer owners to monitor the activity on their machines to protect their rights and property, until Section 217 of the Patriot Act was enacted it was unclear whether computer owners could obtain the assistance of law enforcement in conducting such monitoring. This lack of clarity prevented law enforcement from assisting victims to take the natural and reasonable steps in their own defense that would be entirely legal in the physical world. 

j.  To correct this problem, the amendments in Section 217 of the Act allow victims of computer attacks to authorize persons "acting under color of law" to monitor trespassers on their computer systems. Under new section 2511(2)(i), law enforcement may intercept the communications of a computer trespasser transmitted to, through, or from a protected computer. Before monitoring can occur, however, four requirements must be met. First, section 2511(2)(i)(I) requires that the owner or operator of the protected computer must authorize the interception of the trespasser’s communications. Second, section 2511(2)(i)(II) requires that the person who
intercepts the communication be lawfully engaged in an ongoing investigation. Both criminal and intelligence investigations qualify, but the authority to intercept ceases at the conclusion of the investigation. Third, section 2511(2)(i)(III) requires that the person acting under color of law have reasonable grounds to believe that the contents of the communication to be intercepted will be relevant to the ongoing investigation. Fourth, section 2511(2)(i)(IV) requires that investigators intercept only the communications sent or received by trespassers. Thus, this section would only apply where the configuration of the computer system allows the interception of communications to and from the trespasser, and not the interception of non-consenting users authorized to use the computer. Finally, section 217 of the Act amends section 2510 of title 18 to create a definition of "computer trespasser." Such trespassers include any person who accesses a protected computer (as defined in section 1030

of title 18) without authorization. In addition, the definition explicitly excludes any person "known by the owner or operator of the protected computer to have an existing contractual relationship with the owner or

operator for access to all or part of the computer." 18 U.S.C. § 2510(21).
2.  Operational Security, TMAP, AFI 33-219

a.  The purpose is to determine if sensitive or classified information transmitted on unsecured systems.  The authority to intercept is given only to HQ AIA TMAP elements.  

b.  Based on consent exception.  Consent is based on banners, which are required to be displayed on government computers.  

c.  Certification Process:  SJA must review a detailed summary of consent notification actions and determine if actions are legally sufficient to constitute consent to monitoring.

3.  Law Enforcement

a.  The purpose of law enforcement monitoring is to intercept and record the content of a communication or internet access, or to access a stored communication in order to determine whether the communication or access constitutes evidence of a crime. 

b.  Based on consent and court order exceptions.

c.  Court Order: to obtain an order to conduct monitoring of electronic communications the government must establish “probable cause for belief that an individual is committing, has committed, or is about to commit” a federal felony. 

d. See section VI of this outline.    


E.  Encryption – Classified Information



1.  NSA approved products



2.  SIPRNET: Air Force’s classified Internet communications network


F.  Intelligence Oversight



1.  Key authority for intelligence oversight comes from the Foreign Intelligence Surveillance Act (FISA), 50 U.S.C. §1801 et seq.



2.  Within the federal government, “Intelligence Oversight” is the program established by Executive Order 12333 to ensure that the collection, retention, and dissemination of intelligence is accomplished within the boundaries of the law and that the activities of intelligence components are conducted in accordance with the law and DoD policy.

3.  The base level JAG won’t be the OPR for intelligence oversight, but will be in a position to recognize problems, help correct them and facilitate necessary reporting. This is especially true for 
the evolving “hybrid” situations found in information operations.

4. Intelligence Oversight requirements apply to:

a.  Individuals assigned or attached to organizations that could collect, analyze, process, retain or disseminate intelligence information on US Persons.  This includes organizations and staffs that do foreign intelligence, counterintelligence, intelligence preparation of the battlefield functions, and intel support to information operations; 

b.  Non-intelligence personnel when doing intelligence work; and 

c.  Individuals who support intelligence functions, e.g.: Computer support personnel (system administrator)

d.  Contractors and consultants.

5.  For more information:  https://aflsa.jag.af.mil/jagschool/IOLC/source/intel.pdf 

G.  Electronic Signatures



1. Digital Signatures, OpJAGAF 1999/9.  
2.  Dual Key (Public Key Infrastructure-PKI): The DoD Roadmap & certificate authorities; its use in electronic commerce, its use in “paperless government,” and its use in information protection. 

H.  Records Management

1.  Federal Records Act: Disposition of electronic records, GRS-20 litigation, Air Force Solution, email and technical solutions. 

2.  JAG opinion,   https://aflsa.jag.af.mil/GROUPS/AIR_FORCE/GENERAL_LAW/CyberOp/ElecRec.htm 


I.  Ethical Issues



1.  Official v. Authorized Use of Computer Assets

a. Joint Ethics Regulation, 5 CFR 2635.101 (b)(9), provides that government employees "must protect and conserve Federal property and shall not use it for other than authorized activities.”

b.  Further information in section VI, p. 15 of this outline. 

2. AFI 33-129--Transmission of Information via the Internet. 

(See section VI of this outline, p. 14.)


3. AFI 33-119--Electronic Mail (E-Mail) Management and Use



(See section VI of this outline, p. 15.)


J.  Legal Office Webpages; Public v. Restricted Access Web Pages




1.  Public Web Page v.  Restricted Access Web Page   

a.  Public Affairs approval 

b.  SJA and AFLSA/JAS

c.  DoD Policy on Web Site Administration

d.  TJAG Memo, 12 Oct 97, Style and Content

2.  Copyright – Fair Use

a. The doctrine of fair use developed over the years as courts tried to balance the rights of copyright owners with society's interest in allowing copying in certain, limited circumstances. This doctrine has at its core a fundamental belief that not all copying should be banned, particularly in socially important endeavors such as criticism, news reporting, teaching, and research.



b.  For more information: https://aflsa.jag.af.mil/flite/links/patents.html 



VI.  Computer Crime
  


A.  Framework for Investigation



PDD 63:  Generally, law enforcement takes the lead until evidence proves that the attack is an intelligence matter.


B.  Federal Computer Crime Statutes:



1.  18 U.S.C. §1030. Fraud and Related Activity in Connection with Computers.

a.  Computer Espionage is a felony.  Whoever having knowingly accessed a computer without authorization or exceeding authorized access, and by means of such conduct having obtained information that has been determined by the United States Government pursuant to an Executive order or statute to require protection against unauthorized disclosure for reasons of national defense or foreign relations, or any restricted data, as defined in paragraph y of section 11 of the Atomic Energy Act of 1954, with reason to believe that such information so obtained could be used to the injury of the United States, or to the advantage of any foreign nation willfully communicates, delivers, transmits, or causes to be communicated, delivered, or transmitted, or attempts to communicate, deliver, transmit or cause to be communicated, delivered, transmitted the same to any person not entitled to receive it, or willfully retains the same and fails to deliver it to the officer or employee of the United State entitled to receive it.

b.  Unauthorized access to records is a misdemeanor.  Whoever intentionally accesses a computer without authorization or exceeds authorized access, and thereby obtains information contained in a financial record of a financial institution, or of a card issuer as defined in section 1602(n) of title 15, or contained in a file of a consumer reporting agency on a consumer, as such terms are defined in the Fair Credit Reporting Act (15 U.S.C. 1681 et seq.); information from any department of agency of the United States; or information from any protected computer if the conduct involved an interstate or foreign communication.  

Caveat:  A repeat offense under §1030a is a felony.

c.  Unauthorized access to government computers is a misdemeanor. Whoever intentionally, without authorization to access any nonpublic computer of a department or agency of the United States, accesses such a computer of that department or agency that is exclusively for the use of the Government of the United States or, in the case of a computer not exclusively for such use, is used by or for the Government of the United States and such conduct affects that use by or for the Government of the United States.

d.  Intent to defraud is a felony.  Whoever knowingly and with intent to defraud, accesses a protected computer without authorization, or exceeds authorized access, and by means of such conduct furthers the intended fraud and obtains anything of value, unless the object of the fraud and the thing obtained consists only of the use of the computer and the value of such use is not more than $5,000 in any 1-year period. 

e.  Causing damage; two felonies, 1 misdemeanor.  Whoever knowingly cause the transmission of a program, information, code, or command, and as a result of such conduct, intentionally causes damage without authorization, to a protected computer; intentionally accesses a protected computer without authorization, and as a result of such conduct, recklessly causes damage, or intentionally accesses a protected computer without authorization, and as result of such conduct, causes damage. 

f.  Unauthorized use of passwords is a misdemeanor.  Whoever knowingly cause the transmission of a program, information, code, or command, and as a result of such conduct, intentionally causes damage without authorization, to a protected computer; intentionally accesses a protected computer without authorization, and as a result of such conduct, recklessly causes damage, or intentionally accesses a protected computer without authorization, and as result of such conduct, causes damage. 

g.  Extortion is a felony.  Whoever with intent to extort from any person, firm, association, educational institution, financial institution, government entity, or other legal entity, any money or other thing of value, transmits in interstate or foreign commerce any communication containing any threat to cause damage to a protected computer.

2.  Section 814 Deterrence and Prevention of Cyberterrorism: 

Section 814 makes a number of changes to improve 18 U.S.C. § 1030, the Computer Fraud and Abuse Act.

a.  Increases penalties for hackers who damage protected computers (from a maximum of 10 years to a maximum of 20 years); 

b.  Clarifies the mens rea required for such offenses to make explicit that a hacker need only intend damage, not a particular type of damage; 

c.  Adds a new offense for damaging computers used for national security or criminal justice; 

d.  Expands the coverage of the statute to include computers in foreign countries so long as there is an effect on U.S. interstate or foreign commerce; 

e.  Counts state convictions as "prior offenses" for purpose of recidivist sentencing enhancements; and 

f.  Allows losses to several computers from a hacker’s course of conduct to be aggregated for purposes of meeting the $5,000 jurisdictional threshold.   

g.  Section 202 Authority to Intercept Voice Communications in Computer Hacking Investigations:
Previous law: Under previous law, investigators could not obtain a wiretap order to intercept wire communications (those involving the human voice) for violations of the Computer Fraud and Abuse Act (18 U.S.C. § 1030). For example, in several investigations, hackers have stolen teleconferencing services from a telephone company and used this mode of communication to plan and execute hacking attacks. 

Amendment: Section 202 amends 18 U.S.C. § 2516(1) – the subsection that lists those crimes for which investigators may obtain a wiretap order for wire communications – by adding felony violations of 18 U.S.C. § 1030 to the list of predicate offenses.  

3.  18 U.S.C. §1028. Fraud and related activity in connection with identification documents and information (Identity Theft).  

a. Whoever-

(1) knowingly and without lawful authority produces an identification document or a false identification document;

(2) knowingly transfers an identification document or a false identification document knowing that such document was stolen or produced without lawful authority;

(3) knowingly possesses with intent to use unlawfully or transfer unlawfully five or more identification documents (other than those issued lawfully for the use of the possessor) or false identification documents;

(4) knowingly possesses an identification document (other than one issued lawfully for the use of the possessor) or a false identification document, with the intent such document be used to defraud the United States;

(5) knowingly produces, transfers, or possesses a document-making implement with the intent such document-making implement will be used in the production of a false identification document or another document-making implement which will be so used;

(6) knowingly possesses an identification document that is or appears to be an identification document of the United States which is stolen or produced without lawful authority knowing that such document was stolen or produced without such authority; or

(7) knowingly transfers or uses, without lawful authority, a means of identification of another person with the intent to commit, or to aid or abet, any unlawful activity that constitutes a violation of Federal law, or that constitutes a felony under any applicable State or local law;

4.  18 U.S.C. §1029. Fraud and Related Activity in Connection with Access Devices.

Violation of the first paragraph of this section constitutes a felony, providing for up to 10 years imprisonment and a fine:  “Whoever knowingly and with intent to defraud produces, uses, or traffics in one or more counterfeit access devices; knowingly and with intent to defraud traffics in or uses one or more unauthorized access devices during any one-year period, and by such conduct obtains anything of value aggregating $1,000 or more during that period; knowingly and with intent to defraud possesses fifteen or more devices which are counterfeit or unauthorized access devices; or knowingly, and with intent to defraud, produces, traffics in, has control or  custody of, or possesses device-making equipment; shall, if the offense affects interstate or foreign commerce, be punished as provided in subsection © of this section.” 

5.  18 U.S.C. §2251. Sexual Exploitation of Children.

Prohibits enticing children in any way to be a part of the making of any child pornography.  Prohibits in paragraph (c)(1) knowingly making, printing or publishing of any notice or advertisement seeking or offering to receive, exchange, buy, produce display, distribute, or reproduce any visual depiction of minors engaged sexually explicit conduct.   This statute is helpful where you have chat room logs or e-mails soliciting/requesting images.  The statute carries the highest sentencing guidelines of all the statutes in this chapter and should always be reviewed in a proof analysis in child pornography cases.

6.  18 U.S.C. §2252. Certain Activities Relating to Material Involving the Sexual Exploitation of Minors.  
Prohibits transporting, distributing, receiving, selling, possessing by any means, including computer, “any visual depiction” of “a minor engaging in sexually explicit conduct.” Always compare with proof needed for §2252A (below).

7.  18 U.S.C. §2252A. Certain Activities Relating to Material Constituting or Containing Child Pornography (Includes Morphed Images). 

a.  Prohibits knowingly mailing, receiving, distributing, transporting or shipping in interstate or foreign commerce by any means, including by computer, any child pornography. Prohibits, in section (a) (5), knowing possession of any book periodical, film, videotape or computer disk that contains an image of child pornography (changed in 1998 from “3 or more images”). Also prohibits possession of any of these materials that were produced using materials that have been shipped in interstate commerce (including morphed images). See defenses below.
b.  It shall be an affirmative defense to a charge of violating subsection (a)(5) that the defendant—
(1) possessed less than three images of child pornography; and 

(2)  promptly and in good faith, and without retaining or allowing any person, other than a law enforcement agency, to access any image or copy thereof—
(A)  took reasonable steps to destroy each such image; or

(B)  reported the matter to a law enforcement agency and afforded that agency access to each such image.
8.  18 U.S.C. §2511. Interception of wire, oral, or electronic communications. (Wiretap Act, Title III Orders)

Makes it unlawful for “any person” to “intentionally intercept, use, or disclose or endeavor to intercept, use, or disclose any wire, oral, or electronic communication.”  NOTE:  Must distinguish between real-time, or live interception which is governed by 18 U.S.C. §2511 and stored communications such as e-mail that is governed by 18 U.S.C. §2701, et seq.

a.  Exceptions:  

1)  System Administrator: employees of an electronic communication service are allowed to monitor electronic communications that traverse their system provided that the monitoring was “a necessary incident to the rendition of his service or to the protection of the rights or property of that service.”  This exception allows Sysops and certain other employees the ability to ensure the efficient operation of the system, that information is safe from loss (back-ups) and corruption, and that the system resources are not being improperly utilized by either authorized or unauthorized users. 

See U.S. v. Monroe, (AFCCA Feb 5, 1999), affirmed by CAAF, 13 Mar 00,52 M.J. 326; and U.S. v. Simons, 29 F. Supp. 2d 324 (E.D. Va. 1998), affirmed by 4th Circuit, 28 Feb 2000, No. 994238P.

See U.S. v. Allen, (CAAF Aug, 2000), concerning possible privacy in stored transactional records provided in log format by a commercial ISP to law enforcement.
2)  Consent of Party to Communication—Banner or User Agreement:  Subsection (2)I allows  “a person acting under color of law to intercept a wire, oral, or electronic communication, where such person is a party to the communication or one of the parties to the communication has given prior consent.”  Subsection (2)(d) provides that “a person not (emphasis added) acting under color of law may intercept a wire, oral, or electronic communication, where such person is a party to the communication or one of the parties to the communication has given prior consent.“  

3)  Foreign Intelligence Surveillance Act of 1978

4)  To intercept or access an electronic communication made through an electronic communication system that is configured so that such electronic communication is readily accessible to the general public.

5)  Court Order or certification in writing by a person specified in section 2518(7) of this title or the Attorney General of the United States that no warrant or court order is required by law.

b.  Section 217 Intercepting the Communications of Computer Trespassers:  Although the wiretap statute allows computer owners to monitor the activity on their machines to protect their rights and property, until Section 217 of the Act was enacted it was unclear whether computer owners could obtain the assistance of law enforcement in conducting such monitoring. This lack of clarity prevented law enforcement from assisting victims to take the natural and reasonable steps in their own defense that would be entirely legal in the physical world. In the physical world, burglary victims may invite the police into their homes to help them catch burglars in the act of committing their crimes.

To correct this problem, the amendments in Section 217 of the Act allow victims of computer attacks to authorize persons "acting under color of law" to monitor trespassers on their computer systems. Under new section 2511(2)(i), law enforcement may intercept the communications of a computer trespasser transmitted to, through, or from a protected computer.

9.  The Electronic Communications Privacy Act of 1986 (ECPA) and other federal statutes that JAGs should be aware of.  Primarily, ECPA provides federal legal protection for electronic communications, while in transit or storage.

a.  The ECPA has three main sections

1)  Title I amended Wiretap Act (18 U.S.C. §2511), adding electronic communications to the Act’s coverage, for transit or real-time intercepts. (Discussed above.)

2)  Title II created 18 U.S.C. §2701-2711, for stored wire and electronic communications and transactional records. This section is vital to investigators and prosecutors to get a full history of past communications. To obtain a warrant for materials sought on a home computer, any law enforcement official (this would usually be an agent with the cooperation of an assistant U.S. attorney and the local prosecutors) must approach a federal magistrate. Developing a rapport with the local U.S. attorney’s office is vital as the need for such a warrant will arise quickly in computer cases.

3)  Title III addresses pen register / trap and trace orders.

b.  Turning to the Title II portion, there are three main statutes that students need to be familiar with:

1)  Sec. 2701. Unlawful access to stored communications.

     

 Whoever –

intentionally accesses without authorization a facility through which an electronic communication service is provided; or

intentionally exceeds an authorization to access that facility; and thereby obtains, alters, or prevents authorized access to a wire or electronic communication while it is in electronic storage in such system shall be punished as provided in subsection (b) of this section.

2)  Sec. 2702. Disclosure of contents.




3)  18 U.S.C. §2703.  Requirements for governmental access

3)  See McVeigh v. Cohen, et al, 983 F. Supp 215 (D.C., 1998) where Navy paralegal who was investigating servicemember for homosexuality improperly secured subscriber information from AOL.

person. This voluntary disclosure, however, does not create an affirmative obligation to review customer communications in search of such imminent dangers. 10.  Changes to the ECPA created by the PATRIOT Act of 2001.
 

a.  Section 209 Obtaining Voice-mail and Other Stored Voice Communications:  Section 209 of the Act alters the way in which the wiretap statute and ECPA apply to stored voice communications.  The amendments delete "electronic storage" of wire communications from the definition of "wire communication" in section 2510 and insert language in section 2703 to ensure that stored wire communications are covered under the same rules as stored electronic communications. Thus, law enforcement can now obtain such communications using the procedures set out in section 2703 (such as a search warrant), rather than those in the wiretap statute (such as a wiretap order). amends subsection 2702(b)(6) to permit, but not require, a service provider to disclose to law enforcement either content or non-content customer records in emergencies involving an immediate risk of death or serious physical injury to any
b.  Section 210 Scope of Subpoenas for Electronic Evidence:  Amendments to section 2703(c) update and expand the narrow list of records that law enforcement authorities may obtain with a subpoena. The new subsection 2703(c)(2) includes "records of session times and durations," as well as "any temporarily assigned network address." In the Internet context, such records include the Internet Protocol (IP) address assigned by the provider to the customer or subscriber for a particular session, as well as the remote IP address from which a customer connects to the provider. Obtaining such records will make the process of identifying computer criminals and tracing their Internet communications faster and easier.

c.  Section 212 Emergency Disclosures by Communications Providers:  Section 212 amends subsection 2702(b)(6) to permit, but not require, a service provider to disclose to law enforcement either content or non-content customer records in emergencies involving an immediate risk of death or serious physical injury to any person. This voluntary disclosure, however, does not create an affirmative obligation to review customer communications in search of such imminent dangers.

The amendments in Section 212 of the Act also change ECPA to allow providers to disclose information to protect their rights and property. It accomplishes this change by two related sets of amendments. First, amendments to sections 2702 and 2703 of title 18 simplify the treatment of voluntary disclosures by providers by moving all such provisions to 2702. Thus, section 2702 now regulates all permissive disclosures (of content and non-content records alike), while section 2703 covers only compulsory disclosures by providers. Second, an amendment to new subsection 2702(c)(3) clarifies that service providers do have the statutory authority to disclose non-content records to protect their rights and property. 

d.  Section 220 Nationwide Search Warrants for E-mail:  Section 220 of the Act amends section 2703(a) of title 18 (and parallel provisions elsewhere in section 2703) to allow investigators to use section 2703(a) warrants to compel records outside of the district in which the court is located, just as they use federal grand jury subpoenas and orders under section 2703(d). This change enables courts with jurisdiction over investigations to compel evidence directly, without requiring the intervention of agents, prosecutors, and judges in the districts where major ISPs are located.

The amendments in Section 212 of the Act also change ECPA to allow providers to disclose information to protect their rights and property. 
C.  UCMJ Articles

1.  Article 134, General Article – This article is used to charge any and all federal charges under 18 U.S.C.  In addition, any of the following specific paragraphs under this general article adequately address crimes that can arise with the use of electronic mail, home pages and web sites:

a. Disloyal Statements (para 72)

b. Obtaining Services Under False Pretenses (para 78)

c. Impersonating a Commissioned, Warrant, Noncommissioned or petty officer, or an agent or official (para 86)

d. Indecent Language (para 87)

e. Mail: Taking, Opening Secreting Destroying or Stealing (para 93)

f. Mails: Depositing or Causing to be deposited obscene matters in (para 94)

g. Obstructing Justice (para 96)

h. Public Record: Altering Concealing, Removing, Mutilating, Obliterating or Destroying (para 99)

i. Soliciting Another to Commit an Offense (para 105)

j. Threat or Hoax: Bomb (para 109)

k. Communicating A Threat (para 110)

2.  Article 92, Failure to Obey Order or Regulation

a.  AFI 33-129, Transmission of Information via the Internet, 4 April 2001, constitutes a punitive regulation. The following activities, listed in paragraphs 6.1.1 - 6.1.12, are specifically prohibited:

6.1.1. Any use of government-provided computer hardware or software for other than official and authorized government business.

6.1.2. Activities for personal or commercial financial gain. This includes, but is not limited to; chain letters; commercial solicitation; and sales of personal property, except on authorized bulletin boards established for such use.
 
6.1.3. Storing, processing, displaying, sending, or otherwise  transmitting offensive or obscene language or material.  Offensive material includes, but is not limited to, “hate literature,” such as racist literature, materials or symbols (for example, swastikas, neo-Nazi materials, and so forth), and sexually harassing materials.  Obscene material includes, but is not limited to, pornography and other sexually explicit materials.

6.1.4. Storing or processing classified information on any system not approved for classified processing.

6.1.5. Storing or processing copyrighted material (including cartoons) unless approval is obtained from the author or publisher.

4.1.6. Participating in “chat lines” or open forum discussion unless for official purposes and after approval by appropriate Public Affairs channels.

6.1.7. Using another person’s account or identity without appropriate authorization or permission.

6.1.8. Viewing, changing, damaging, deleting, or blocking access to another user’s files or communications without appropriate authorization or permission.

6.1.9. Attempting to circumvent or defeat security or auditing systems without prior authorization or permission (such as for legitimate system testing or security research).

6.1.10. Obtaining, installing, copying, storing, or using software in violation of the appropriate vendor’s license agreement.

6.1.11. Permitting any unauthorized individual access to a government-owned or government-operated system.

6.1.12. Modifying or altering the network operating system or system configuration without first obtaining permission from the administrator of that system.

b.  AFI 33-119, Electronic Mail Management and Use, Paragraph 3.1. Members of the Air Force or civilian employees may use a government-provided e-mail communications system only for official or authorized use.  Any other use is prohibited. 

c.  Joint Ethics Regulation, 5 CFR 2635.101 (b)(9), provides that government employees "must protect and conserve Federal property and shall not use it for other than authorized activities.”



    

1) The term "official use" is defined as: 

emergency communications and communications that the DoD Component determines are necessary in the interest of the Federal Government. Official use may include, when approved by theater commanders in the interest of morale and welfare, communications by military members and other DoD employees who are deployed for extended periods away from home on official DoD business. 

JER 2-301.a.(1)

2) Authorized use also includes personal communications from the employee’s usual work place that are most reasonably made while at work when the Agency Designee permits such categories of communication, determining that the use: 

(a) does not adversely affect the performance of official duties by the employee or the employee’s organization;

(b) is of reasonable duration and frequency, and whenever possible, is made during the employee’s personal time (such as after duty hours or lunch time);

(c) serves a legitimate public interest (such as keeping employees at their desks, educating the employee on the communications systems, improving the morale of employees stationed for extended periods away from home; enhancing the professional skills of the employee, or job-searching in response to Government downsizing);

(d) does not reflect adversely upon DoD or the Agency (such as uses involving pornography, chain letters, unofficial advertising, soliciting or selling, violations of statute or regulation; inappropriately handled classified information, and other uses that are incompatible with public service); and

(e) does not overburden the communication system (such as may be the case with broadcast letters and group mailings), creates no significant costs to DoD, or in the case of long distance communications, charges are made to the employee’s home number, to a toll-free number, reversed to the called party, charged to a personal credit card, or otherwise reimbursed to DoD in accordance with established collection procedures. 



3.  Article 106a, Espionage



4.  Article 107, False Official Statement



5.  Article 108, Damage to Military Property



6.  Article 121, Larceny and Wrongful Appropriation 



7.  Article 123, Forgery



8.  Article 132, Frauds Against the United States

9.  Article 133, Conduct Unbecoming an Officer

D.  DoD/AF Wiretap Rules


1. DoDD 5505.9, 20 Apr 95, establishes DoD O-5505.9-M as guide and defines what agencies can conduct wiretaps:  USACIDC (Criminal Investigation Command), NCIS, AFOSI, DCIS.

2.  AFI 71-101, Vol. 1, states you must have AFOSI/CC Approval for most wiretaps based on consent; SAF/GC approval needed to seek Title III Court Order for nonconsensual wiretaps.


E.  Constitutional Law – “Expectation of Privacy”



1. O’Connor v. Ortega, 107 S. Ct 1492 (1987)

a. Searches and seizures by government employers of the private property of their employees are subject to Fourth Amendment restraints. 

b.  If employee has a reasonable expectation of privacy, what is a reasonable search depends on the context within which the search takes place and requires balancing the employee’s expectation of privacy against the government’s need for supervision, control, and the efficient operation of the workplace



2. Schowengerdt v. U.S., 944 F.2d 483 (9th Cir. 1991)

A civilian employee, who was working on classified projects, protested the search of office.  His office was in a highly secure area, with clearly understood security precautions and scheduled and random inspections, security briefings, and duplicate keys to offices.  The court found that even the search of a sealed envelope marked “Personal,” was reasonable.  There was “no reasonable expectation of privacy in office, desk or credenza.”  

3.  U.S. v. Muniz, 23 M.J. 201 (CMA 1987)

Capt Muniz, stationed at Dyess AFB, arranged for clandestine liaison at RAF Greenham Common.  He told his unit he was going on leave to Puerto Rico.  He told his wife he was going TDY.  His daughter required emergency surgery and his unit’s efforts to locate him failed, so . . . his Commander jimmied lock to credenza in Capt Muniz’ office, discovering love letters therein.  Held:  No legitimate expectation of privacy as to his commander -- Commander, First Sergeant, and others had access to his office.

4.  U.S. v. Maxwell, 45 M.J. 406, (CAAF 1996)


Col Maxwell was Commander of Goodfellow Technical Training Center at Goodfellow AFB.  He had a personal subscription to AOL and owned a personal computer in his home.  An AOL subscriber reported to the press that child pornography was being distributed on AOL.  AOL representatives contacted the FBI, who sought a search warrant.  The evidence obtained implicated Col Maxwell, so the AFOSI sought a search authorization for Col Maxwell’s on-base quarters.   Held:  The subjective expectation of privacy is question of fact (clearly erroneous standard).  Whether the subjective expectation is objectively reasonable is a matter of law subject to de novo review.  The transmitter of an e-mail message enjoys a reasonable expectation that the initial transmission will not be intercepted by the police without a warrant based on PC.  An expectation of privacy exists in e-mail transmissions made on an AOL service.

5.  U.S. v. Monroe, 50 M.J. 550, (A.F. Ct. Crim. App. 1999), Aff’d, 52 M.J. 326 (C.A.A.F 2000)

a. Monroe did not have a government computer, but had a personal computer in his dorm room. He was provided with a governmental  (Official use) e-mail account on which he was authorized to receive limited textual and morale messages to and from friends and family.  He ordered and received pornographic images through this e-mail account.  Some of these images were misaddressed and began clogging the system.  When the system administrator attempted to conduct routine maintenance on the system, he discovered the pornographic images and that they were intended for the Accused.  

b. The court found Monroe had no expectation of privacy in an e-mail account on a government server as to his supervisors and the system administrator (based on a banner that was on the server).   Court used the analogy of an unsecured file cabinet in the member’s superiors’ work area in which an unsecured drawer was designated for his/her use in performing his/her official duties with the understanding that his superiors had free access to the cabinet, including the drawer. 

6.  U.S. v. Simons, 29 F. Supp. 2d 324 (E.D. Va. 1998)

a. While conducting routine maintenance, the systems administrator discovered that Simons had been accessing pornography while on his work computer.  He then remotely accessed and copied Simon’s hard-drive from systems administrator’s office and found large numbers of pornography files.  They were turned over to law enforcement, which obtained a warrant for search of the hard-drive.  

b.  Held:  employee had no reasonable expectation of privacy regarding his Internet use.  The government agency’s (CIA) policy limited use of the Internet to official purposes.  The agency gave notice that audits may be done on unclassified networks.

c.  Affirmed by 4th Circuit, 28 Feb 2000, No. 994238P.

7.  U.S. v. Carey, 1999 US App. LEXIS 7197 (Dist. Kansas 1999)

a.  A consent search of home and computers was executed; resulting in the taking of accused’s computer.  The consent obtained as part of drug investigation.  The hard-drives were copied; looking for evidence of drug sales.  Investigators discovered child porn in a “.jpg” file, and then opened more “.jpg” files.  Investigator knew ‘.jpg” files meant images, not text.  

b.  Held:   search unreasonably expanded beyond scope of consent.  The evidence was not in “plain view.”  The search was not within the scope of consent since the consent was based on a search for drug offenses.

5. U.S. v. Gallo, 25 April 2000, 53 M.J.556 (A.F.C.C.A. 2000)

a. Legality of Search – Appellant argued that the search of his off base motor home was illegal because the magistrate was not presented with enough evidence to determine evidence of a crime would be found in his home.  A.F.C.C.A found the affidavit given to the magistrate was adequate to establish probable cause under the totality of the circumstances.  Affidavit from AFOSI special agent relied on both admissible and inadmissible information, thus it was tested on sufficiency of the admissible information and found to be credible. 

b. The agent set forth an opinion, based on a legitimate search of the accused’s workplace computer that accused was a pedophile and would therefore, in the habit of pedophiles, have information “retained and cataloged and taken actions to secure it.”  Defense counsel attacked the credentials of the agent to set forth an opinion on pedophilia and the habits of pedophiles.  Court directed that magistrate could rely on opinion evidence so long as the person rendering opinion possessed training or knowledge beyond that of an average person.  The agent had twenty-six years of training and on-the-job experience and thus was qualified to offer such an opinion.  Finally, the court found that the final link was information that a diskette or diskettes had been used in the accused’s workplace computer in connection with files that contained child pornography.  As a reasonable person could conclude that the diskettes could be located in appellant’s home, the affidavit was sufficient.

c. The court also noted that, if necessary, the good faith exception to police misconduct could apply to this search since the investigators at every stage of the investigation obtained search authorization including obtaining a search authorization to inspect the hard drive of the government computer on the appellant’s desk. 

8.  U.S. v. Sims,   (N.M., 2001).

Sims was a mechanical engineer from Westinghouse and was working on a federally funded (DOE) program.  Sims was using his work computer to send and receive child pornography.  The authorities first became aware of Sims when he became involved in an on-line chat with two “minor females,” who was actually an undercover officer, and attempted to arrange a meeting at a motel in New Mexico.  The FBI subsequently contacted Sims’ system administrator and asked him to conduct a search of Sims’ computer. 

Not surprisingly, the court found that such a search was violative of Sims’ 4th Amendment rights and suppressed the results of the search.

9. Search and Seizure in the Workplace.  Factors to Consider:

a.  Military or civilian?

b.  Government employee or contractor?

c.  Location of the computer seized: Private office or prairie dog village (one used by various employees?)

d.  Banner that warns user of right to monitor? 

e.  Ownership of computer?

f.  Security Procedures- What passwords are there, who has access to that information, are passwords shared by others in the workplace?

g.  Does Subject have any “expectation of privacy” in the computer or items sought to be searched? (Objective standard)

h.  Search authority vs. consent?


F.  Administrative Computer Investigations:  When a commander wants to look into inappropriate use, OSI will generally not be able to support that type of investigation. Downloading/surfing adult pornography or simple inappropriate use of computers (to promote a home business for instance) does not usually fall into their crime matrix.  In order for a commander to direct this sort of investigation, resources other than AFOSI would have to be used. If there is suspected child pornography or espionage, however, AFOSI computer crimes investigators can and should be utilized and can be contacted through the local AFOSI detachment commander. 

VII.  Information Warfare

A.  Focus:   “We live in an age that is driven by information.  It’s an age which Alvin Toffler has called the Third Wave.  The ability to acquire and communicate huge volumes of information in real time, computing power to analyze this information quickly, and the control systems to pass this analysis to multiple users simultaneously  -- these are the technological breakthroughs that are changing war and how we prepare for war.”
  

B.  The Defensive Threat

A Growing Potential Vulnerability:  The United States possesses both the world's strongest military and its largest national economy. Those two aspects of our power are mutually reinforcing and dependent. They are also increasingly reliant upon certain critical infrastructures and upon cyber-based information systems. Because of our military strength, future enemies, whether nations, groups or individuals, may seek to harm us in non-traditional ways including attacks within the United States.  Our economy is increasingly reliant upon interdependent and cyber-supported infrastructures and non-traditional attacks on our infrastructure and information systems may be capable of significantly harming both our military power and our economy.
  

C.  Structure for Responding to CNA

1.  PDD 63:
  Establishes the National Infrastructure Protection Center (NIPC), comprised of DOJ, DoD (law enforcement and intelligence), FBI, and CIA.  Domestic threat/attack is a law enforcement concern, while foreign threat/attack could be a DoD/CIA concern.  It is difficult to determine the nature and level of a Foreign threat/attack unless you can identify the source of the attack.  You don’t know the source of the attack until after the investigation is complete.  So who leads; law enforcement or the intelligence community?  PDD 63 generally treats attacks or intrusions as criminal violations until evidence proves otherwise.

2.  United States Space Command (USSPACECOM)

a.  In 1997, a series of exercises and real-world cyber events targeted at critical Department of Defense networks by both traditional and non-traditional sources demonstrated that the mission essential networks of the Defense Department were at risk.  

b.  While various organizations within the Department were keeping pace with the advances being made in network security, no one organization had overall authority for directing defensive actions across the entire Department. By early 1998, it was clear that the Department of Defense needed a completely new organization, one responsible for coordinating the defense of computer networks, as well as exercising appropriate operational authority to direct the actions necessary for that defense. There was general agreement that this mission would be assigned to one of the Department’s nine Combatant Commands. However, given the time required to execute the necessary decision process, the Joint Task Force for Computer Network Defense (JTF-CND) was chartered in December 1998, as an interim solution, achieving full operational capability in June 1999.  As the Commander-in-Chief, United States Space Command (CINCSPACE) assumed overall responsibility for the Defense Department’s computer network defense (CND) mission, the Task Force was assigned to CINCSPACE in October 1999. CINCSPACE has elected to keep the Task Force in place as his CND operational arm. 

c.  The same deliberative process that assigned the network defense mission to CINCSPACE in 1999, also assigned responsibility for the computer network attack (CNA) mission to CINCSPACE, effective on 1 October 2000. Due to the many similarities between both mission areas, CINCSPACE elected to expand the role of JTF-CND to include this new mission area, rather than creating a new organization solely for CNA.  Accordingly, on 2 April 2001, CINCSPACE redesignated the Commander, Joint Task Force - Computer Network Defense to the Commander, Joint Task Force – Computer Network Operations (JTF-CNO). 

D.  Offensive Information Warfare



1. Is Information Warfare unique?  Information itself can be a weapons system.  

2.  Clausewitzian Definition of War:  Physically imposing our national will;

Forcing another nation to do what we want.

3.  Sun Tzu:  All warfare is based on deception.  100 victories in 100 battles is not the acme of skill.  The acme of skill is subduing enemy without battle.

E.  International Law Issues

1.  Article 2(4) of the UN Charter
 requires member nations to refrain from the threat or use of force against the territorial integrity of any State, or in any manner inconsistent with the purposes of the United Nations.  

a.  When does CNA amount to the use of force under Article 2(4) of the United Nations Charter?  U.S. follows an “equivalent effects” analysis.

2. Article 51 of the UN Charter incorporates the inherent right of self-defense in response to armed attack.  

a.  When does CNA equate to an “armed attack” triggering the right of self-defense?

3.  When launching a CNA, what are the rights and duties of neutral countries to cooperate in or prevent such attacks?  When does a belligerent have the right to attack telecommunications structure of a neutral to prevent the enemy from obtaining information?

4.  Outer Space Treaty

a.  Prohibits orbiting, stationing, or installing weapons of mass destruction in space or on celestial bodies.   Military bases, fortifications, maneuvers, and weapons testing are prohibited on celestial bodies.  The treaty explicitly states that military personnel for scientific research shall not be prohibited.  

b.  The moon and celestial bodies are to be used for “peaceful purposes.” The U.S. (and majority) position is that non-aggressive military use and self-defense do not violate this provision.   

c.  Use of space must be in accordance with International law, and is deemed “the province of all mankind.”  

d. Countries have responsibility for activities in outer space and are liable for harm caused.  

5.  Countries retain jurisdiction and control over space objects.  Ownership is not affected by presence in space or elsewhere.  There is a duty to consult with countries before conducting activities that would “cause potentially harmful interference” with their space activities.  Countries must allow others to inspect stations, installations, equipment, and space vehicles on the moon and other celestial bodies on the basis of reciprocity.

6.  Look to the law of the sea for analogy and support of space law principles. 

As recent as the advent of space law is, information warfare law is even more recent.  Other legal regimes are being used to approximate legal norms regulating information warfare.

7.  “The United States considers the space systems of any nation to be national property with the right of passage through and operations in space without interference.  Purposeful interference with space systems shall be viewed as an infringement on sovereign rights.”  National Space Policy Fact Sheet

8.  Telecommunications Law

a. Communications Act of 1934 prohibits willful or malicious interference with U.S. government radio communications.
 

b.  President’s War Powers (47 U.S.C. §606)  Authorizes priority DoD use of civil telecommunications systems.

a.  The International Telecommunications Constitution (ITU) contains limitations on broadcast interference:  Broadcasts from stations in one nation may not cause harmful interference with broadcasts of other States on authorized frequencies (Art. 45); Priority of Telecommunications concerning safety (Art. 40); Priority of Government Transmissions (Art. 41); Bans Offshore Stations (Radio Regs. Art. 18); May not Falsify Identification of Transmitter and Frequency (Radio Regs. Art. 18).

b. Article 48 of the ITC specifies that military installations are not bound by the convention:  “Members retain their entire freedom with regard to military radio installations of their army, naval and air forces.  Nevertheless, these installations must, so far as possible, observe . . . the measures to be taken to prevent harmful interference…” 

c. INTELSAT
 (International Telecommunications Satellite Organization – governed by INTELSAT treaty):  International nonprofit organization; operates commercial space global telecom satellite system for the “benefit of all.” 

d.  INMARSAT
 (International Mobile Satellite Organization – governed by INMARSAT treaty): Satellite communications carried by the constellation must be for peaceful purposes.  

e. When two parties to a multilateral treaty are engaged in armed conflict, the result may well be that the effect of the treaty is suspended between the belligerents, but remains in effect among each belligerent and the other parties.

f.  As between the belligerents, one of the tasks is to determine which of these agreements are likely to remain in effect during hostilities.  The tests to apply are: (1) whether there is specific language in the treaty addressing its effect during hostilities between the parties, and (2) if there is no such language, whether the object and purpose of the treaty is or is not compatible with a state of armed hostilities between the parties.

F.  Legal Issues in Computer Network Attack (CNA) 


1.  Application of Domestic Laws

a. Under 10 U.S.C. §1030(a)(2)(C)(a), it is a misdemeanor to intentionally access a computer without authorization or exceed authorized access to obtain information from any protected computer if the conduct involves an interstate or foreign communication.  There is no military exclusion.

b. 18 U.S.C. §1367 makes it a crime to interfere with operation of a communication or weather satellite or hinder satellite transmission.  There is no general military exception.

c.  18 U.S.C. §2511 prohibits intercept and disclosure of wire, oral, electronic communications.  There is a foreign intelligence surveillance exception.

d.  Office of Legal Counsel of the Department of Justice has opined that domestic statutes do not apply the the actions of U.S. military members executing the instructions of the President acting within his constitutional powers to conduct foreign policy and to serve as commander-in-Chief of the U.S. military forces.
  

G.  Incorporating Information Operations law into the Law of Armed Conflict (LOAC) and Rules of Engagement (ROE).
  
1.  Standing Rules of Engagement for information operations were recently finalized.

2. It is by no means clear what information operations techniques will end up being considered to be “weapons,” or what kinds of information operations will be considered to constitute armed conflict.  On the other hand, those issues may not end up being particularly important to the analysis of law of war issues.  If the deliberate actions of one belligerent cause injury, death, damage, and destruction to the military forces, citizens, and property of the other belligerent, those actions are likely to be judged by applying traditional law of war principles.  

3.  Military Necessity: 

a.  During an armed conflict, virtually all military assets (including infrastructures) will be lawful targets.  However, purely civilian infrastructures must not be attacked unless the attacking force can demonstrate that a definite military advantage is expected from the attack.  Stock exchanges, banking systems, universities, and similar civilian infrastructures may not be attacked simply because a belligerent has the ability to do so, and the asset makes some contribution to the opposing belligerent’s war effort.  In a long and protracted conflict, damage to the enemy’s economy and research and development capabilities may well undermine its war effort, but in a short and limited conflict it may be hard to articulate any expected military advantage from attacking economic targets.

b. Civilian media generally are not considered to be lawful military targets, but circumstances may make them so.  In both Rwanda and Somalia, for example, civilian radio broadcasts urged the civilian population to commit acts of violence against members of other tribes, in the case of Rwanda, or against UN-authorized forces providing humanitarian assistance, in the case of Somalia.
4.  Distinction (infrastructure/neutrals):  The law of war requires that lawful combatants be trained in the law of war, that they serve under effective discipline, that they wear uniforms bearing distinctive markings, and that they be under the command of officers responsible for their conduct.  This consideration argues for retaining the requirement that combatant information operations during international armed conflicts be conducted only by members of the armed forces.
5.  Proportionality:  This is historically, one of the most difficult principles of LOAC to apply.  During Desert Storm, one of the earliest targets of the coalition bombing campaign was the electrical power system in Baghdad.  Considering the important military uses being made of electricity from that system, it was clearly a lawful military target.  The Iraqi government then made a public pronouncement that the coalition’s attack on the city’s electrical power system constituted an act of attempted genocide.  The logic of this position was that the city’s sewage system depended on electric pumping stations, so when the electricity went out the sewage system backed up and created a threat of epidemic disease.  No one in the West took this claim very seriously.  However, this incident highlights the fact that when an attack is made on an infrastructure that is being used for both military and civilian purposes, the commander will not be in a proper position to weigh the proportionality of the expected military advantage against the foreseeable collateral damage unless he has made a reasonable effort to discover whether the system is being used for civilian purposes that are essential to public health and safety.

6.  Humanity, Indiscriminate Weapons:  The prohibition on indiscriminate weapons may apply to information operations techniques such as malicious logic, as when malicious logic launched against a military information system spreads to other information systems being used to provide essential services to noncombatants.  It might also apply if malicious logic spreads to information systems belonging to neutral or friendly nations.  Finally, it might be applied indirectly if the consequence of a computer network attack is to release dangerous forces, such as opening the floodgates of a dam, causing an oil refinery in a populated area to explode in flames, or causing the release of radioactivity.
7.  Chivalry (violations = “perfidy”):  It may seem attractive for a combatant vessel or aircraft to avoid being attacked by broadcasting the agreed identification signals for a medical vessel or aircraft, but such actions would be a war crime.  Similarly, it might be possible to use computer “morphing” techniques to create an image of the enemy’s chief of state informing his troops that an armistice or cease-fire agreement had been signed.  If false, this would also be a war crime. 

8.  Neutrality:  If a neutral nation permits its information systems to be used by the military forces of one of the belligerents, the other belligerent generally has a right to demand that it stop doing so.  If the neutral refuses, or if for some reason it is unable to prevent such use by an belligerent, the other belligerent may have a limited right of self-defense to prevent such use by its enemy.  It is quite foreseeable, for example, that a belligerent might demand that a neutral nation not provide satellite imagery of the belligerent’s forces to its enemy, or that the neutral cease providing real-time weather information or precision navigation services.
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